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LLMs with GenAl Landscape o

/Generai‘ive Al: Al techniques that learn from a representation of \

artifacts from data and models which it uses to generate new

artifacts that relate to the original ones.

/Foundal'ional models: A large machine learning model trained on a very\

large amount of unlabeled data using a transformer algorithm, resulting

LaMDA by Google

in a model that can be adapted to a wide range of applications. T LLaMA by Meta
GPT 3.5 by Open Al

[Large Language Models (LLM): A type of foundational model Al that is\
trained on vast amounts of text to interpret and generate human-like

textual output.

. . . . ) ChatGPT by Ope
Conversational Chatbots: Conversational applications built on top of an BARD by Google

&LLM. %




1) Bing Chat Enterprise

Combines OpenAl model with search
data from Bing which uses current
date in your responses. The Enterprise
version of this lets you add sensitive
data that is not released to the public
or microsoft/openai servers.

4) Microsoft Syntex

This service uses Al to figure out how
to classify your files in Microsoft 365
and keep your organization more
organized. It looks at the metadata
from your files to help classify them
and makes files more easily
searchable that way.

Microsoft Al Offering

2) Copilot

Copilot lets you do projects using
Microsoft tools more efficiently by
letting you chat with ‘copilot’ to help
you make ppt, word doc, write emails,
or things in excel. You can use
sensitive data here too with no
worries.

5) Azure Open Al services

This is Microsoft's offering of OpenAl
services for 3rd party developer to
integrate OpenAl into their products.
This must be done via Azure butis a
great way for other companies to use
these technology in their chatbot or
other products.

3) Power Virtual Agent

This is create custom chatbot for your
own use. This uses more natural
language modeling and keyword to
work. You built answer in. This was
created before Al to be a useful way to
make a chatbot but very limited.

6) Semantic Kernel

This is Microsoft's offering for
combining all LLMs they have a stake
in with coding solutions so that you
can build more custom solutions as a
developer for different business
needs. This also can be done without
the need for Azure and its Microsoft
most customizable solution for Al.
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Context length

Computational efficiency
Ability to generate high-quality text
with complex prompts

Susceptibility to generating biased
or inaccurate text

Cost

GPT-3.5-Turbo

4,096 tokens

More efficient
More difficult

Less susceptible

$0.0015 + $0.002

GPT-3.5-Turbo-16k

16,384 tokens

Less efficient
Easier

More susceptible

$0.003 + $0.004




GPT Input Filtering and
Prompt Preparation
(and Conversation)

Microsoft Azure OpenAl: Chatbot

Text Input/Output

Session Context

Closed GPT3 Model

Closed Version of
GPT3 Training Data
and Process

GPT Output
Acceptability Filtering
and Convo Preparation

Reinforcement
Learning and Human
Feedback Training



Al Chatbot Risks + Mitigation

Bias Quality Security

Implement input validation, data

Train chatbot to avoid generating encryption, and regular security
Train chatbot with a diverse dataset incorrect outputs audits
Monitor chatbot for biased outputs Provide way for users to report Use secure chatbot platform
and take corrective action incorrect content (microsoft)

Overtrust

Information that states to be critical
of the chatbot's advice

Provide way for users to report

incorrect content and review results
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